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3.DoublePulsar

Outputinstall shellcode
RunShel Icode
Ping DoublePulsar
RunDLL shellcode DIl

RunShellcode
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(1)CheckFlag
SMB_COM_TRANSACTION2
Timeout flag
eﬁann:sﬁauﬁgn sub_B6847194 proc near ; CODE XREF: start+387p
eqBBB:B6BLT1D, xor eax, eax
eqi00:86B47196 mow al, cl
egdoa:86847198 shr ecx, 8
egloa:B6847198 add al, cl
eqBBB:B6BLTF19D shr ecx, §
eoAPRRARMIAA __. . __ —-oadd_ __al__ el . e U
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seqipo:86B4T1AT
timeout 0x23
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Parameter Offset: 66
Data Count: 4896
Data Offset: 78
Setup Count: 1
Reserved: 80
Subcommand: SFSSTOM. SETIHP. (Qxf0A=)
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SESSION_SETUP Data shellcode
a. shellcode
e g r e —— ey g ey
seqB0B: 85847 0B mou esi, [eax]
seqBdB:868470B3 ®or esi, [ebp+ 1
seqABB:86847OBG mouy edi, [eax+8]
seqB0B:858470BD ®Oov edi, [ebp+ 1
seqBaB: 86847 BBC moy eax, [eax+4]
seadBB: 86847 BBF +7801

TuE, o dnws 1T
b. shellcode

shellcode

5eq@00:86847 6CE mou  eax, [ebp+2Ci]

et i ponoe .
sessTon_seTup  ping®l
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Unknown Data: #16dd25e4058
~ SESSION_SETUP Data

Unknown Data: c20ef65a29c3
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; shellcode size
; key
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IDT
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shellcode IDT
now [edi+Dhh], eax
s el AacudmnE bl
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ntoskrnl .exe
PE

d.

seqBOB:-866F D338
seqBOp:866F933C
seqBOp:866F933D
seqBOop:866F9340
seqBOB:-866F9P342
seqBOB:-866F9P348
seqBlOB:-866F9234B
seqBOB:-866F 9351
seqBOB:-866F 9354
seqBOB:866F9357
seqBap:866F9359

PID

Isass.exe

push esi

push ecx

call dword ptr [edis 1 ; PsLo

test eax, eax

jnz loc_866F93CB

nov esi, [edi+ 1

nov ebx, [edi+ 1

nov eax, [esi+ebx]

cmp eax, 2

jl1 short loc_866F293C6
esi
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e. APC
g AL Lo L il o e
seqABA:B66F92CE sub edx, eax
Sy et Y0
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seqRBRIRAG6FY2D3
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seqANN:BGAFY2ES
senBEE 866 F92ED
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aTamee e v 1
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BRBEEHELL 311
HAN:BAGFYZFA 384
AR 8OGF92F1; 8Ch e
Gl Ho6F 935 62 =]
HAR:IBAGFYIA3 3R]
ARA:RAGF23 A6 381
HAW:IBAGF9:IAB 3R]
VK GGG 74 fin 370
Q9Ah
312 seqdBB:RGGFD
315 seqdBB:RGGFD
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SrvTransactionNotImplemented
MID

ceqOdg: 8687140
SeqoB0:BGBUF140 loc_86847140: ; CODE XREF: Stat‘t+51ﬁj
T-oomm-nroLTann R L [T T - B "
B LRV R
seqHRR:B68LT 142
————————————————— seqBfB:868L47 144
SeBE RSN 144
17j senAff:8684a71ah Joc_ 86847144 ; CODE XREF: start+h
senAAR:RARL7 148, ; start+7Fij ...
e mow al, 28h ; * °
sen0NN-RABLT 144 imp short loc_8684714C
————————————————— senfff:868L714R
B e Gdar iad
B?j seniil:go8ar148 loc_B6847148: ; CODE XREF: start+9
senARA:R68L7 148 mou al, 36h ; '@'
5 PSP Y-S jmp short §+2
————————————————— B, G3arian
Rn33 G3ar Tl
Fﬁj senuRRg6nr1al loc_B6847140C: ; CODE XREF: start+F
senBAR:R6HFLT 1AM ; start+FET] ...
B i ARLFTarl mou ecx, [ebp+38h]
F £l mou ah,
add [ecx+1ERh], ax s auu e
lﬁj ioc_8534715%: ; CODE ¥REF: starts2
seqAAA:8A8LT 155 moy eax, [ebp+18h]
sRqHAA:8ABAT IS moy [esp+2Bh+var_4], eax
sRQAAA:8ASATISE popa
nsactionNotImplemented BL i jmp dword ptr [eax+3Ch] ; jmp old_SruTra

_________________ seqHAA:B6BL716A ;
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> Flags2: @xc@@7, Unicode Strings, Error Code Type, Security Signatures, Ex Process ID: 65279

Process ID High: @ User ID: 2048

Signature: 80@AAABH0000000E Multiplex ID: 66
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